Mercy Hospital DHCP Activation

The DHCP Activation Process

Mercy Hospital's Activation process is unique among DHCP systems in that it provides a step to validate users
against LDAP in order to subsequently assign an IP address with a scope appropriate to the user class. When a
new user logs on to the system for the first time, they are redirected to the Activation servlet by DHCP, which

prompts them to enter their username and password.

Dynamic IP Address Allocation

DHCP, or Dynamic Host Configuration Protocol, is used to dynamically allocate IP addresses to computers on a
local area network (LAN). The system administrator assigns a range of IP addresses to DHCP, and each client
computer on the LAN requests an IP address from the DHCP Server application. Mercy Hospital's DHCP solution
is the Cisco Network Registrar 5.5 (CNR) DHCP Server application, which is installed on the DHCP server.

LDAP Validation

The Activation servlet validates the username against LDAP to identify the client class assigned to the user. The
appropriate client class is associated with the username and a record created in the DCTPROD4 Oracle 8i
database, and the user is instructed to reboot. When the user reboots, the DHCP Server assigns a valid IP address

appropriate for their client class.

IP Address Leasing

When the new client machine reboots, it automatically attempts to renew its lease on the IP address initially
assigned to it by the DHCP application. DHCP recognizes the IP address as a provisional address, and therefore
will not renew it, but instead checks the Ethernet address of the new client in CNR for a client class association. If
the Activation process successfully completed, a client class association will exist in CNR for that Ethernet

address, and DHCP will lease an IP address appropriate for the new user's client class.
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